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This is the recently released setup program for a D-Link router.  Note that the quick setup does 
not provide for any security settings such as disabling of the SSID, setting WPA encryption, and 
other settings outlined in the detailed settings routine below. 
 

 



The program checks for the existence of a running firewall and then an existing network 
adapter and for an Internet connection from the modem. 
 
    



You are then asked to unplug the cable Ethernet cable from the modem and plug it into 
the router.  

 
 

 



You then are required to plug in the Ethernet cable from the modem to the router and the 
power cord for the modem. 

 

 



Connect the power to the router and the router will start and complete the checks. 

 
 

 



You are now required to set the name that you would like to set for your system network.  
Choose a non-descript name that will not tie to your home or family name.  Choose 
something like “TheRanch”, RiverFront”, “44yearling”, “OldCugger” etc.  Be sure to 
write down the name so you can refer to it later. 

 



This completes the basic setup. 

 
 



Detailed Settings for a D-Link DI-624 Router 
 
Use your browser to access the router by typing the URL address of the router.  Refer to 
the manual for the correct address.  The user interface software screen will then popup in 
the browser window.  For D-Link routers, use 192.168.0.1, and for Linksys routers use 
192.168.1.1.  You will then be asked to type in a user name and password.  The first time 
you access the router, you generally will type in admin for user name and  leave the 
password blank. 
 

                  



It is suggested that you check to be sure that your router has the latest firmware furnished 
by the manufacturer.  Note that for this example, Firmware Version 2.76 is installed.  
You are given the option to select a link to check for an upgrade on the support site.  If an 
upgrade is available, download the upgrade and remember where you saved it and what 
the name is.  For a D-Link router, it will be named by default as config.bin.  When 
downloading the file from the support site, you can rename it before saving it.  A name 
like DI 624 Config File.bin might be easier to recognize at a later date.  Once the file is 
downloaded to your hard drive, you will need to start over by using your browser to 
access the router and then going back to the Firmware/Tools screen.  You should then 
browse for the downloaded file, and then click on “Apply”. 
 

 
 
 
 
 
 
 



 
The Home/Wireless screen setup should be the first screen to access for setting up 
security.  If you have already selected an SSID name in the quick setup routine, the name 
will appear in the SSID field.  If not type in the desired name.  Again, choose something 
non-descript like “TheRanch”, RiverFront”, “44yearling”, “OldCugger” etc.  Be sure to 
write down the name so you can refer to it later.  Check “Disabled” for  SSID Broadcast.  
Disabling the SSID broadcast sets the router such that a wireless laptop has to be looking 
for the specified SSID name.  If the broadcast is not disabled, any wireless client will be 
able to see the network name being broadcast to the neighbors. 
Then check the places required to setup WPA, TKIP, PSK security.  Select and type in a 
passphrase.  The passpharse will have to be used by any wireless client to connect to the 
router.   Click on “Apply” to save the settings. 
 

      



It is suggested that you restrict the total number of clients that can connect to your 
network.  The DHCP assigns an IP address to each client when a client connects to the 
network.  You can leave the default starting IP address as shown and then set an ending 
IP address to one or two higher than the number of clients that you will initially have 
installed.  Be sure to count all wired and wireless clients. 
 

 



In the Admin/Tools tab, the Administrator password should be utilized for accessing the 
router with a browser.  If a password is not utilized, anyone connecting to the network 
could access the router and install new settings.  By default, the user name is fixed 
“admin”.  Use a secure password and include one or more numbers and alpha characters.  
Example passwords might be “worldly2&”, giggle45$, “happy75cugger”.  You could 
then use the same password or a different one for signing on as “user” if you wish.  Again 
click on “Apply” to save the settings. 
 

 



Additional security can be setup in the router that will restrict the access to a list of 
computers with specific Mac addresses for their Ethernet wired and/or their wireless 
adapters.  Each wired and each wireless adapter has a unique Mac address referred to as 
its physical address.  You may be able to find what the Mac address for a network card 
by checking the paperwork included with the adapter.  A quick way is to follow this 
procedure.  In windows, click on Start, Run, and type in cmd in the run field.  This will 
start a DOS window as follows: 
 

 
 
Then at the cursor type the following exactly: 
 
ipconfig /all and then press the enter key on the keyboard. 
 
The next screen will be similar to the following: 



The next screen will be similar to the following: 
 

 
You may have to expand the window size or scroll down to see the full screen as shown 
above.  The Mac address (Physical Address) for the Ethernet adapter in the above 
example is 00-03-47-BB-3A-2D.  For a computer equipped with an Ethernet card and a 
wireless card, both adapters will be shown in the window.   Write down the physical 
address of the card that you intend to use to connect to your network (wired or wireless or 
both). 



Back in the router setup, select the Advanced tab and then the Filters box.  Check the 
MAC Filters selection and the selection for Only allow computers with MAC address 
listed below to access the network..  Then type a name that you wish to use to identify the 
client computer in the name field, fill in the Mac Address for that computers network 
adapter and click “Apply”.  Repeat the procedure by accessing the Advanced/Filters 
screen and inputting the name and Mac address of each client computer.  For a computer 
such as a laptop equipped with an Ethernet wired card and a wireless adapter, you may 
wish to permit it to be connected either way. In that case, you will need to add each of the 
two Mac addresses for the laptop.   

 



 
You can exit the router setup at any point by closing the browser or selecting a new URL 
address.  You may wish to periodically look at other available screens for the router.  You 
may check the status of all wireless connections by going back to the router setup using 
the router URL.  For the D-Link router type 192.168.0.1, input your admin password, 
select the Status tab, then the Wireless box.  The list of wireless adapters being used and 
connected to the router will be shown similar to the below example: 
 

 



Another screen available with D-Link routers is the cable test screen.  Select the Tools 
Tab, then the Cable Test box to see something similar to the following: 
 

 
 
There are other screens and settings that can be utilized although the basics of the setup 
as detailed is this document will provide for a very secure system suitable for home or 
small office setups. 


